MAHUCTEPCTBO BHYTPEHMIAX NEN
POCCHACKOH GELEPALIMM

HE OTOAABAWUTE KAPTY
B NMJIOXMUE PYKM!

970 COOBWHUNKM 3N0YMbILUNEHHUKOB,
KOTOpbI€ BLIBOAAT U O6GHAaNM4YMBaoT
NoXuLeHHbIE Y rpaXaaH geHbru.

YEM SAHUMALIOTCH APOMMNEPHI

® nonyqarOT Ha CBOU KapThbl AeHbIM OT He3HaKOMLUER U riepepaloT UX ApyruMm nuuam —
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S

* MpenocTaBNAIOT 2MOYMbILINIEHHUKAM 6aHKOBCKUE KapThl MU AOCTYN K OHNAWH-6aHKY

» anHVIMBIOT HaliMyHble AeHblrn oT HeU3BeCTHbIX nopen, BHOCAT UX HA CBOW CHET
ana nocneaywulero nepeeofa

rAE U KAK ULLYT APOTMEPOB | | 4

OCHOBHOM KaHa/l — UHTEPHET (CouManbHbIE CeTU, MeCCeHAXKePbI, S/IEKTPOHHAasA rMoyTa).

3noyMmbILINeHHUKY 06GeLaloT rapaHTUpoBaHHbIi goxoa 6e3 odmumanbHoro
. TPYAOYCTPOWCTBA U YAA/ICHHbIA PeXUM paboTbl. ONbIT paboTkl U cneluanbHbIe Ay
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EauHcTBeHHOe Tpe6oBaHue K Aponnepy — Hanu4ymue 6aHKOBCKUX KapT. i

4YTO FPO3UT APOMMEPAM |

o Oponnepbi nonapaloT B 6asy AaHHbIX Banka Poccuun
o BaHKM orpaHU4MBAIOT UM [OCTYN K OHNaWH-6aHKY U KapTaM
o [ns MHOrMX rpa)kgaH Takas «pa6oTta» 3aKaH4YMBaeTCH Yro/loBHbIM HaKasaHueMm




[MpunoxeHue 2 K MUCEMY
Otpnenenus JJoHeUK

«O npOTHBOJEHCTBUHA BOBIICYCHUIO
B JPONMNEPCKYIO JAEATENBHOCTEY

Kro Taxkue aponnepsl, HIH Kak He cTaTh COYYAaCTHHKOM
npecTynIeHns |

Mowienruky cmapaiomcs ne céemumy C60u DAHKOGCKUe CHema 6 NPECcyntblx Cxemax. Onu
uchonw3yiom dponnepos — NOCpPeoHUKos, KOmopble Noxy4aion denvau om dicepment obmana. Tax
apepucmel 3amemaiom cnedbl u usbezawm OIOKUPOSKU NUYHBIX KApM. Pazbupaemesn, xax
MOWIEHHUKY UYYm OPONNEPOS, MOJNCHO N OKA3AMbCA 3AMEWAHHBIM 68 NPECMynienut. no
HegedeHUIo U YeM 2PO3Um makoe noCpeoHUHecmeo.

3ajava ApOIepoB (MHOT/A HX HA3BIBAIOT MPOCTO JpOTaMu) — CTaTh LIMPMOH I MOIICHHUKOB.
OHH TOAYYAIOT HA CBOM KapThl M CHETA JICHBIM OT XKCPTB obmana. A 3areM IepeBOIAT
YKpaJIeHHbIE CyMMBI HIIH NEPENAt0T HX HATHYHBIMI OPTaHA3aTOPAM NPECTYIICHHA. Eciu adepa
PACKPOETCst, B IIEPBYIO 0YEPE/Ib IO/ YTPO30H OKAKETCA IMEHHO IIOCPEITHHIK.

3a cBOIO paGoTy JIPOTIEPE! MONYYAIOT KOMHCCHIO MM (PHKCHPOBAHHYIO PA3OBYIO OIIATY. Yacto
OHH [aJKe He JOraiplBaloTCs, YTO YUACTBYIOT B HEM-TO HENErabHOM.

Kak MOLIeHHHKH HILYT Ponnepos?

OGBIMHO adeprcTshl NPEANaraloT JOAAM HECIOKHYIO noapaboTky. OHM pPaACIpPOCTPAHAOT
HEQOPMAIIHIO O BAKAHCHH YePE3 COLICETH, MECCEH/UKCPBI, calThl O0BABICHAH U AAaKE C IIOMOIIBIO
JIMCTOBOK Ha yiunax. [[pUriamaroT BCeX KeNaomx — AL TPYAOYCTPONCTBA HE HYKHBI KAKHeE-
160 3HAHMS U OITBIT, JOCTATOUHO OAHKOBCKOH KapThl HITH ounatn-6anka. [loaToMy ApommepamMyu
MOTYT CTATh CaMbIE PA3HBIE JIFOH — OT IIKOJIBHUKOB A0 MEHCHOHEPOE.

Yro6bl YeJOBEK HE 3amo03PHI, 3a4eM Ha CAMOM JIeJle HY)KHBI €0 KapThl U CHeTa, MOIICHHEKH
HCTIONB3YIOT pa3sHooOpasHble JereH/sl. BoT camble pacpOCTPaHEHHBIE U3 HUX:

o IMoayuu HOJKHOCTH AAMHHHCTPATOPA JIOTEPEH. Yenoseky rOBOPAT, YTO OH JOIDKEH
[ePEYHCIATE MPU30BbIE JCHLIH NOOCAUTENAM POSBITPHILA HITH OTHPABIITE npUOBLTE
YUACTHHKAM WHBECTHIMOHHOIO TIPOCKTA. O6BIMHO OpPraHU3aTOpPhl JAIOT IMYTAHBIC
OGBACHEHMs, TOYEMy HE MOTYT CelaTh Iepesoasl camu. Ho sauacTyto monei, KOTopsIe
HIQYT XOTh  Kakyro-TO mompaboTKy, TakhHe ACTalM  JaXe  HE HHTEPECYIOT.
B peambHOCTH Ha HOMEp CYeTa WM KapThl «aJAMUHHCTPATOpay MPHXOLIT BOPOBaHHEIE
JICHBTH. 3aTeM HX HYKHO IIEpeciIaTh APYTHM IPOMIepaM, y4acTByIOIIHM B LCTIOUKE, HIIH
camMHM MPEecTyIHHKAM.

o Bpipyun Meuekepa Oadxa, MOIICHHHKH — TIPEACTABIAIOTCA OaHKOBCKHUMU
COTPYIHMKAMH, KOTOPEIM HY>KHO BEITONHMTE IUIGH I10 BBIAAHE Kapr. Onu npeznaratoT
sapabotats oT 1500 mo 5000 py0unei 3a TO, UTO YCTIOBEK 0OpPMHUT KapTy H cpa3y OTAacT
ee COTPYIHHUKY HIIH IPEJOCTABUT EMY HOCTYII K oHNaiin-6anKy. 3a Opy3eH, KOTOPBIE TOXKE
OTKpPOIOT Kapry, JanT Gownyc.
B Takxude CXeMbI JIErKO BTSITHBAIOTCS MOJPOCTKH — OHH MOTYT OTKpBIBATH cOOCTBEHHBIE
KapTsl yke ¢ 14 net. [Tpu 3TOM IpecTynHUKaM [ae He Haflo NPOCHTL yesoBeKa 4To-n1ubo
JleNaTh, BCE OTEPALMA OHH [IPOBOJAT camu. [ 1TaBHOC — 3aBIafCTh KapTOoi MK JOCTYNOM
K OMIaifH-0anKy. ‘

o CrTaHb BHEIITATHBIM COTPYAHHMKOM noauuuu. OOMAHIIMKM — BBIAAIOT cebs
33 COTPYIHHKOB IIPABOOXPAHBI U yOEKIAIOT YENOBEKa ITOMOYL CIEACTEHIO. ITo nerense,




TMOTHUIEHCKHE y)Ke HAIUIA MPECTYTHAKOB, HO XOTAT MOHMATh HX ¢ MOMHIHBM. [l 5TOro
A0OpOBONEl TOMKEeH TPUTBOPUTBECSA COYYACTHHKOM MOIIEHHUKOB U NOMYYHTh Ha CBOKO
KapTy yKpaJeHHBIC OCHbIH. 3aT€M HY)KHO HE MEPENpaBIiTh HX adepucraM, a CHATH
M OT/IaTh ClefoBaTelaM. 3a paboTy rapaHTHPYIOT BO3HArpaxkaeHHe. Ecin uenoBek
XOopomo cebst MposBAT, TO 00ewaloT OQUUMATBHOE TPYAOyCTpoiicTBo B MBI
Ho o ¢akry noGposonen ne n3obpasaer Aporrepa, a CTAHOBHTCA UM. EMy IpHXOMAT
BOPOBaHHBIC OCHBI'H, H OH nepenacT uxX caMbIM HAaCTOAIIUM NpEeCTYITHUKAM.

o Ilomorm ¢uuancoroii oprammzannu o0oiTH cankuun. O6MaHIUKH IpeIararT
HeoQuUManEHy0 ToAPaboTKy OT MMeHH GaHka MM GPOKEpPCKOH KOMIAaHHH, I'oBopsr,
4TO OHH TIPHIYMAJIH, KaK BEPHYTH B POCCHIO aKTHBEI, 3a0I0KMpOBAHHBIE 32 pybesxom us3-
3a caHKUMH. MM HyxeH 4eNoBeK, KOTOPHI MPHMET NEPEBOJl OT HHOCTPAHHOTO
MOCPENHUKA, & 3aTeM OOHAJHYHT M OTIPABHT IEHBIH [0 PEKBH3WTAM Ha Ge30IacHbIH
CYET.

Ha camom nienre HMKaKOro HHOCTPAHHOIO MOCPETHIKA, KOHEYHO ke, HeT. JIeHbIH CHOBA
JOJKHEL TIEPEKOYEBATh OT KEPTBHI 00MaHa K MOIIECHHHUKAM,

B HEKOTOpEIX Ciayuasx peus Jaxke He Huer o paGote. UenoBeKy NPUXOAWT Ha CYET GOJbLIast
CyMMa, a3aTeM €My 3BOHWT WJIH THIIET HE3HAKOMEL[ M yTBEDXKJACT, YTO MepeBen IeHbLIH
o ounidke. IIpocut BepHyTh HX mo HOMepy TenedoHa wiam kaprel. Ha camoM mene mepeeon
IPUXOAUT OT KEPTBBI, KOTOPYH MOIIEHHMKH yxe oOMmanmymu. Temeps OHH XOTAT, 9TOOEHI
MOTYYaTENE JEHEr IEPEKHHYI CYMMY UM.

Ilouemy onmacHoO CTAaHOBUTHLCS Aponmepom?

XKeprea obmana mepeBoguT AeHsrH apommepy. MMeHHO ero oma CUHTAET TPECTYIHHKOM —
co00mIaeT O CAyYMBIIEMCS B CBOH OAHK M IIOJACT HA HErO 3asBIEHHE B IOJIHIMIO. Cobpars
Oonbuie HHPOPMALHY O HEM YAACTCs 110 HOMepy TenedoHa, GaHKOBCKOM KapThl MJIM CUETA.

Danky u monmuuus nepenarT AaHHBIE YENOBEKa, 3aCBETHBIIETOCS B MOIIEHHHYECKHX CXEMax,
B eZIMHYI0 a3y IpOIIIEpoB, KOTopyto Bener Bank Poccun.

K sroii Gase MOAKITIOYEH KaX/IbIi GaHK cTpaHbl. Koraa demoBek MOManaeT B Hee, BCE €ro KapThl
ONOKUPYHTCA.

bank TakKe OTKIIOYHT JApONNepy MAHCTAHIMOHHEIA JOCTYIl K CueTaM uepe3 MOOMIBHOE
NPHIOKEHHE U IMUHBIH KaOMHET Ha caiite. CHATh JICHBIH, KOTOPhIe OBUIH Ha cYeTax H BKIAax,
KIIMEHT CMOKET TONBKO B o(uce OaHKa.

JTro6oii mepesoy aponnepy Ganku GynyT GIOKHMPOBATE W NMPENYIPEXKIATE OTIPABHTENS, Y4TO OH,
BEPOATHEE BCCIrO, OTIPABIAET ACHBI'M HA MOIIEHHUYECKHM cueT. Mcknmouenue — BBPEIGOTH&H
MIaTa M BBIMIATHI OT FOCYAApCTBAa, HANIPUMED NeHCHS Wi cyOcuaun. OHH NMOCTYIIMT HA CYeT,
HO MX MOXHO OYIeT MOIyYUTh TOJNBKO B OTAENEeHHH OaHKa.

Ecnu sxepTBa MOIIEHHHKOB TOJACT 3asBJICHUC B IIOJHIMIO HIH OOPATHTCS B CYJ, IOCIENCTBHSA
JULA IPOTIIEpa CTaHYT €IIe CEephe3HEee — IPHICTCA BEPHYTh JCHBEIH, KOTOPHIE €My IEpeBen
[TOCTPANABILIHNH, @ TAKXKE €CTh PUCK OKA34ThCS B THOPBME.

Kak cay4aiiHo He cTaTh Aponnepom?

Korpaa Bbl umere paboty, He COMIaMIaiTech HCIIOIB30BATE JIMUHBIE CUETA JIS HEPECHUIKU JICHET,
He OTJaBaiiTe KapTy IOCTOPOHHMM JIOJSM M HE PACKPHIBAHTE UM JOCTYN K CBOEMY OHJIAiiH-
6anky. PaboTonaTesnns, KOTOPEIH COOMIONAET 38K0OH, HUKOTAA O TAKOM HE [TOMPOCHT.,

Urobbl NOHEBOJIE HE 0KA3aThCS COYYACTHHKOM TMPECTYIUIEHHs, HHUKY/Ia ' HE MEPEnpaBisIiTe
JIeHbI'H, KOTOpbIEe IPHLUIM K BaM Mo owmubke. Obpatureck B cBOH OaHK M MOMpPOCHTE CHETATH
o0paTHBIN MEPEBO/ 0 PEKBHU3UTAM OTIIPABHUTEIIS.




Eciu y Bac ecTb JeTH, KOTOPBIM YK€ HCIIOJHWIOCH 14 JeT, pacCKaXuTre UM O JPOIIEpPCTRE
1 00BSACHHUTE NpaBusia GUHAHCOBOH 06€30IaCHOCTH.

Bank 3a0,10KkMpoOBaJl MOX KapTy, HO 51 He Aponiep. Kak mHe ObITH?
Banku 3aMOpPaXXUBAKOT CUCTA W KapPThI HC TOINLKO U3-3a HOﬂOSpeHHﬁ B IPOIIICPCTBE,

Kapra moxeTr mepectats paboTaTh — HAaIpUMep, €CNH BB CAMM TPWXKIBI HEMPABHIBHO BBETH
[IMH-kon. baHk B Takux caydasx OyMaeT, uTO €e YKpajH, W OTKIIYaeT IO KOHIA [IHSA WU
Ha LIEJIBIEe CYTKH.

Wnmu BB, CKa)KeM, XOTENH OTIPABHTH KPYIHYI0 CYMMY POACTBEHHHKY HU3 PYTOTO PETHOHA
rny0oKoH HOYBI. BaHK MOXET pelnTh, 4TO 9TO IPECTYITHUKY IILITAI0TCH 0OYMCTHTS Balll CYET,
¥ 3aMOPO3HTH KapTy Ha ABA JHAL

Kpome Toro, 6ank OMOKHpYET KapTy, €CIH IIOHO3PEBAET BAC B OTMBIBAHHMH JIOXOJOB. A BEHI,
BO3MOYKHO, MPOCTO cOOHpany JCHBIHM C POJUTENEH BCero Kinacca, 4ToOBI OTIPa3[HOBATh
BEIITYCKHOH B LIKOJIE.

CeskuTech ¢ 0OaHkoM, d9TOOBI NPOACHHTE CHTYalMi0. ECIH IPOM30ILI0 HeJopasyMeHHe,
OH PasMOpPO3HT BaIlly KapTy.

KaskeTcs, 1 Bee ke gpornep. Yro aenars?

IlepBeiM JAEIOM HPEKPATHTE BCE KOHTAKTHI C MOIUCHHMKaMH. OHH MOTYT IOMBITATBCA BAc
3aMyTHBaTh, LIAHTAKUPOBATE TEM, YTO BBI YK€ BBITIONHAIM [T HUX Kakue-To onepauyu. Ho puck
ropaszo BEILIE, €CITU BBI OCTAHeTeCh HX coobiuuKoM. Eciu cTonkueTecs ¢ yrpo3amu, 06paTtuTecs
B [IOJIHIHIO ¢ 3asBJIEHAEM, 9TO Bac 00MaHOM BOBIEKIH B adepy.

Koraa BBl mepeiaii He3HaKOMIAM CBOIO KapTy MIIH PacKPLIIH UM CEKPETHBIE JaHHBIC UIT BXO/Ia
B CBOH OaHKOBCKMii kaOWHET, HeMmemieHHO oOparurech B 0aHK, 3a0NOKMpYHTE KapTy
U JUCTAHIIMOHHEIH JOCTYI K CUETaM.

Ecnu BB yoke monany B 6a3y Jponiepos ¥ OaHK caM OTKITIOUHI BAIllH KAPTBIL, JIy4Ie BCErO NPHATH
BEero OTJeNeHUe ¥ IONPOCHTE MeHemKepoB o nomomu. OOBAcHHTE, YTO He COOMpPAKCEH
CTAHOBHUTHCA TMOCPEAHHKOM B MOLICHHHYECKHX CXeMaX, 0CO3HAaIM CBOIO OmuOKy u Oonblie ee
HE [IOBTOPHTE. BaHK MOXET HampaBUTL 3alpOC PErylaTopy, 9TOOLI BACc yOAalHIM H3 CITHCKA
nporrepos. Ho oH He 0043aH 3TOro JIeNaTh U BIIPAaBE OTKA3ATh.

Toraa camu mojaiite 3asBIeHHe B MHTepHeT-TipHeMHyio banka Poccun. TToapoOno Hanumure
0 CIYUMBINEMCA M IMONPOCHTE MCKIFOUUTE Bac M3 Gaskl npormepos. B obpamenuy 00s3aTenbHO
ykaxwute nanasle nacnopra, CHUJIC, ceoit TenedoH, Ha3BaHUEe Bamero 0aHka, a TaKKe HOMepa
KapT WIIH CUETOB, KOTOPEIE MOTJIH 3aCBETHTLCH B MOLIEHHUIECKHUX CXEMaX.

Peryiasrop B Tedenue 15 paboumx [Heil NPHUMET pellleHHe — YIANATh JIM BAC U3 JPOIIEPCKO
6azel. Ho ecin B Hee Bac BHECIA IIOJHLNA, BOIPOC HE yJAcTCA PELINTh, MOKA HE 3aKOHYHTCA
cleCTBHE.

Etrie 6onpine nHpopManuy Ha caiite mo QR-xomy




KT0 Takme aponnepol

Kak He ¢cTaTh COYYACTHUKOM IpPECTYIICHUS




